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Computers and the Internet are essential for today’s 

corporate activities, but safely operating them is a heavy 

responsibility for companies.  The EBARA Group sees 

information security as one of the important issues for 

management and is bringing various approaches 

forward.

Information security governance
The EBARA Group draws up information security-related 

regulations based on the “EBARA Group behavioral 

standard” and promotes the protection and usage of 

information assets.  The EBARA Group sets up the EBARA 

Group IT strategy committee as a place to share the 

business strategy that the EBARA Group is trying to 

implement and the IT strategy.  The committee plays a 

key role in activities to promote security.  We also 

establish an IT strategy promotion section in each EBARA 

company.  These sections draw up and implement the 

information strategy and coordinate information 

strategies of affiliate companies under the supervision of 

each company.

Approach to information security
For personnel and organizational measures, we enlighten 

people on the importance of information assets 

protection by preparing information security-related 

regulations and posting them on the Group’s intranet.  To 

deepen people’s understanding, we issue the “EBARA 

Group IT newsletter” on a regular basis and deliver 

information about the familiar information security.

As for technological and physical measures, we 

consolidate connecting points to the external Internet into 

one point by building the EBARA Group’s communication 

network “EC/NET.”  We introduce a firewall to protect 

hacking from the outside and make use of antivirus 

software and antispam software.  We have sequentially 

taken measures such as limiting illegal access to our 

website, applying Web filtering technology.

In addition, we provide the following information 

infrastructures shared by the group members and 

enhance the information security measures further.

● �Computer virus measures for all PCs and servers in the 

entire group

● �Integrated ID control system linked to the personnel 

management database and access control to the 

information assets

● �Establishment of the data center and consolidation of 

servers considering business continuity when a 

disaster occurs

From now on, we will promote information security 

management based on the medium-term plan for the IT 

strategy and enhance personnel and organizational 

measures to make every single employee who handles 

important information be aware of compliance with rules.

Article of the “ EBARA Group IT 
newsletter”
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